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Mes csss ^ css mm? 


M ‘‘start menu” 3RS SRRI ill? SROT ^PnTS fM SR CSRf 
SMF5 i CSIRRs fM SRR ST 03 Win FPJSI 

• S^i'S'i v 3,Rsfs fins vbHfHt^s cssr Mr 

SRTSfi? fSR CSR Sf£ <llb®l STCSSI v3^W ^R> SRTSSI 

}| i)STS S#r S^T i) SR 1^3 SSTRI CSSSs firefox i)f& 
SSIS WT, ^KSS^ SSfr3STTCSS i)S# valRss ofTRS, STS SOT 
firefox STSSSI i)SS ilfM fM SSS 3OTT SSfis RSRSI 


Avails (<H<H -^(Sf! .33jnR«M STr-fS <P>fll(<Hg 
fsf%SY J$iCbS*M CSSSs .exe, .mp4, .jpg $\s>ilR 3S*1S <Mf ^iS^fsl 
3$T SSlvs- 

M 3SR "control panel" SRI v^tOTFST ST& S^T 3 "control panel" 
fSSR RS RRSI 

^ I 3STS “Appearance and Personalization" Si SRI 
valvsTSSS Folder Options Si fM" SRRI 

81 3SS “view” Cvs (5*<i> <Kfi Rs*> i)S SSiT CSIS> Hide extensions 
for known file types Si [b<i^i<f> fRS fssi 
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Folder Options 


View Search 


Folder views 


You can apply this view (such as Details or Icons) to all 
folders of this type. 


Apply to Folders 


Reset Folders 


Advanced settings: 




0 Display file size information in folder tips 
| | Display the full path in the title bar 
i Hidden files and folders 
O Don't show hidden files, folders or drives 
•) Show hidden files, folders and drives 
Hide empty drives 
Hide extensions for known file types 
[0 Hide folder merge conflicts 

01 Hide protected operating system files (Recommended) 
Z\ Launch folder windows in a separate process 
I I Restore previous folder windows at log-on 
0 Show drive letters 

0 Show encrypted or compressed NTFS files in colour 


Restore Defaults 


OK 


Cancel 


Apply 


dlok OTS" <F>fM I 

-exe M (TTTET*R CM. 

CW g-gTK^ 4|4<M(fl ^TT .exe ^Tl 

<it asrw ^i^vidv3?nm wm 38 it 

Wf?r 3RT 3$ Hfl<Mfl ^Tl 

CW CHTSTPfW i)<T .exe OTY - 

M “start menu” 3m WT C3T§TF#^ ®TFT 

f^rwi 
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7IC3WTft ofTW v3$W ^r?T ^TT^T CW ^l$(Hfl v51®T 
&<P> <K3 open file location a &<[> <^(.<1 .exe •^R c i R«T ^PR^I 
CWTs firefox.exe 


t 1 « ► This PC ► Local Disk (C:] ► Program Files ► Mozilla Firefox 

vs I aw a^ w cw *pr wh &r w f%f%n 
cw wtw was wmi cwrs cw vi^vifisw 

ftl?T <tfl(.v3 W TO&\3^\Kflfl .exe WHfl ^7 

ilL^T WTI 


CWT RSWEIbg ^a afs^r CM. W<H? 


vi^vifisw fw m w?r wy o# v3i?rwitu^ 

^pr hfi<Mfi S$c^iH ftia c^t®t v3umit^ ^ntpr w 

<FflCvS- 

S I 3W □ Win ft aft 7 ! « R ^fTI Run K*T Wa i 
^ i Run ^ia aft <1G*$| cmd ftrca Enter ft 7 ? i 

M> i cmd ftf*ft ( ping ^Taaaftifta at 5 ? ) CWo ping google.com 
afe 7 ! CaW 7 ! wftft WT Wa i 
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Microsoft Windows [Version 10.0.15063] 

(c) 2017 Microsoft Corporation. All rights reserved. 

C:\Users\Foyjullahlping google.com 

Pinging google.com [172.217.16.238] l ith 32 bytes of data: 
General failure. 

General failure. 

General failure. 

General failure. 

Ping statistics for 172.217.16.238: 

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), 

C:\Users\Foyjullah> - 


a^F5T3 oTFTf% oRRl^T cm M aTCfRI 

at aF^OTT f^T Cm Wl 

https://ipinfo.info/html/ip_checker.php 

https://www.site24x7.com/find-ip-address-of-web-site.html 

http://www.ipvoid.com/find-website-ip/ 


vb.N>\g>T(5l SIMM oR M? 


Siam 4 5 "control panel" t^TI CfRTF^ W 

control panel a aR*T ^Rl 

Sia^RW control panel a^ a ‘‘windows firewall" f^JTI CWSTI^ 
^TRR windows firewall a 3I^T ^3RI 

vs l^m-^ifht^ “Turn on Windows Firewall on or off" a I 
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fm, Ny^l'S'i FT^ public 

i) “Turn on Windows Firewall” R<fib«i <PfM I 




private 


. = isi|^a» 



Windows Firewall ► Customize Settings 


File Edit View Tools Help 


What are networl 
Home or worl 



Customize settings for eacht^|^Wetwork 

You can modify thei®>vall setij^^roreach type of network location that you use. 


ork location settings 


t 


& Turn on Windows Firewall 

O Block all incoming connections, including those in the list of allowed programs 
(V] Notify me when Windows Firewall blocks a new program 
0 Turn off Windows Firewall (not recommended) 


Public network location settings 

@ Turn on Windows Firewall 

(3 Block all incoming connections, including those in the list of allowed programs 
[71 Notify me when Windows Firewall blocks a new program 

(j^ 0 Turn off Windows Firewall (not recommended) 


( OK 1 | Cancel | 

jgjki—.— 
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< U<fr\alM MU ¥R^^^PT MS 






flit W[ ^TFI il^W ^ft ^Tf^Tr^Tf ^r ^ 


‘ p T¥% S: 


M Firewall 3m 

} I ‘‘Allow an app or feature through Windows Firewall” S\ fw^> 

vs I “Change Settings” S\ ^ft 3 ^ I 

81 (7T > l^'3fl')lfl(b <l>?l(.vs FFT vsT C 9 ^ fb<r> fb$° v^T ft®TI 
0:1 “ok” W CFs 

• im CWR ^ W[ ^^Vlflltlvs ^tl^t WT «TTI 


C^lts fl 9 ^ W ft^T firefox ^3?TTI<rft<F ^ 

Ci 9 ^! 
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M£PH?T 3T|t <I3T 3 "Firewall" t^TI 

■ sa# Check firewall status 

Hi Allow an app through Windows Firewall 


Web 

P firewall protection 
P firewall log 
P firewall exceptions 


■■ 


My stuff 


P Web 



Firewall 


wiki 



(fl'Sirb oTIWT Windows Firewall Si 3(<ri <PfM I 

Best match 

pj Windows Firewall with Advanced Security 

Desktop app 


Windows Firewall 

Control panel 




Settings 

# Check firewall status 

Allow an app through Windows Firewall 

Web 

P firewall protection 


r\ t~ 


wiki 
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‘‘Windows Firewall" CTOft 3W ^1 ilt CW 
^TITT ^<iRjv 9 "Allow an app or feature through Windows Firewall" S\ 
Ww WTI 


stf Windows Firewall 

^ > Control 

Control Panel Home 

Allow an app or feature 
through Windows Firewall 

fr 1 Change notification settings 

^ Turn Windows Firewall on or 
off 

^ Restore defaults 
^ Advanced settings 

Troubleshoot my network 


Panel > All Control Panel Items > Windov 

Help protect your PC with \ 

Windows Firewall can help prevent h. 
Internet or a network. 


^ Private networks 


Networks at home or work where y< 


Windows Firewall state: 
Incoming connections: 


Active private networks: 

wusl • . , 1 »i :j Nth V7i i i nv/r 


vs I caraMw vsiPm cwrc^i vsiFWifi 

W ^<lRvs) “Change settings” S\ I 
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e through Windows Firewall 

apps and ports, click Change settings. 

p to communicate? ^Change settings 




Private Public A 

* \ 

0 □ 

0 0 

1 (Uses HTTP) □ □ 

ient (Uses HTTPS) □ □ 

;rver (Uses HTTPS) □ □ 

Jses WSD) □ □ 

wiki 


• 3ft tt 1 T S T-3IT S T W Wl “yes” <t>?l(<M I 

• oTFRTfT iWS'^'IU administrator 3ft\&$ ®TT 

ft<m 5 HfK<l < H ®ni 

vb I i)^7^ (7T ^v3^ilfllb Jft ft^5 W Cdfb(<F V3lPl<T>I C 2 ^ 

ft^5 ^1 \s> lPl<T>ICvs> ^ ^'3?TTI3''8l'TT 2Fpf*T <r>fK<l -3^° 

>3^ c 2 ^ ^ w iiTO 

On?T) I 


c^s ojprfsr or srf>3?m<# ^vs fpt ^ ^ c^ ; 

"Add another program" f^ - iR\ il^j^ ^-oTf^T 3 ^(.^>l 

“browse” -3 Wft WT 47 ^ ^ ^ ftW& W 

.exe (‘ 1 K 4 HM <tT - 3 ^ “open” 

wr ^rrwr^ R<fib=i ft^i ^■'3^\ifilb vsiR^i^ ^i 











































































Page 15 


(R>\£>K<l .exe c c llW i> ll®l SH^£>>\ R>ok<I C^W ^fKvs 

vsT 3 'so SI R^lfflvs CTO?TT *m \) 

si vsiR^itvs Tratfvs srfs^ififGfi *nm fSw 

v^T ft«1 I 

^prar firefox fWT% MI 

What are the risks of allowing an app to communicate? 

Allowed apps and features: 

Name 

0mDNS 

! O Media Center Extenders 



j 0 Microsoft family restrictions 
I 0 Microsoft Messaging 
0 Microsoft People 
0 Microsoft Phone 
! 0 Microsoft Phone Companion 

I E* l firrrirn ft DlinW 

• [b<P fF^ ^(.<1 C 1 i'3?n^' m«i Windows Firewall PiPvb 


VI "ok"f^WT ^?F®TI 
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Private 

Public A 




a 



□ 

□ 



□ 

□ 



a 

a 



a 

a 



a 

a 



a 

a 



a 

a 



a 

a 



a 

a 



a 

a 



a 

a v 




OK 

Cancel 

wiki 

I9BB9 


3i* TT>3 <FfKv9 FFT vsRC'l FE<h* fb3° PiC^ 

f^mi 

$) I S\^ ^b^lflfbtVD $*b|fK«ib b«1C<l °TTI 
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bI Windows Firewall with Advanced Security 'Sl^ <i>fM I 
}| ‘‘outbound Rules" Si “new rule" feffi <i>fM I 


vs I “Rule Type" "program" I 

81 “This program path” Pit'll <K£i 3 T^'3^iilfilb p<fib®t ^^®T| 


(t I “Action" S\ "Block the connection" f*i*TI 
vb I “profile” ^rrffRfisW ftT^TI 
81 “Name" Si ,3<i>[b °TR R«i I 

VI 3^[?T “Finish" f^T pPTI 

• im ctopt to fto ^tti 


TOlflWl 


OTlfc 3TO ^TW[ S'H'fc'fM firefox ^ TO 

(WTOTI 


SI 3 ^W 5^c^j l'3i 3 Tt 6' 3 "Windows Firewall with Advanced 

Security" f^JTI tfi^'il'V ^|>U ( 1 Windows Firewall with Advanced 
Security Si 3(<ri ^^°T| 
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^ I "Windows Firewall with Advanced Security" ^"1 .3$ 

(W ^RfT-TO' TfTT ^'<R\9 “Outbound Rules” >3 Ww 

vs I J^TfT CTO 5^-^ W ^<R\9 “new rule" >3 ^3^T| 



trieya I [HTTP-0,,, BranchCache 
he Client (HTT... BranchCache 
he ServerfHTTP... BranchCache 
ery [WSD-Out] BranchCache 
Rector (TCP-Out) Connect to a 
Rector(TCP-Out) Connecttoa 
>jector [WSD Ev... Connecttoa 
Rector [WSD Ev... Connecttoa 
Djector [WSD Ev... Connecttoa 
Rector [WSD Ev... Connecttoa 

■iipr+rir fULfC.I"! - Cl f nnnpft fn a 


Actions 

Outbound Rules. 



New Rule,,,ji 


V 

Filter by Profile 

► 

V 

Filter by State 

► 

v 

Filter by Group 

► 


View 

► 

1 

Refresh 


a 

Export List... 


□ 

Help 



81 «T^®F 3T# S^T “Rule Type" 3 "program" 

^^T| TII^T C 9 ^ fWT% *IWI 
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Steps: 


* Rite Type 

\Mrac type o# nJe would you like tc create^ 

4 Program 


# Action 

o Program 

0 Profie 

ftJe that cortross connectors for a program 

0 Name 

Pod 

fiJe that contras connectors for a TCP or UDP port 

Predefined 


Ruie tnat cortro® connectors for a Windows experience 


Custom 


Custom rule 


vsT^TW “next” R«i I 


0:1 3W “This program path” ^ S\T*^ W CT 

W^3?m?# FT*T vsI<T C'lK^HM ilT^T f^TI 

R 5 'S5|(. < 1 .exe - { ol$C c l£l (. C 1K<P > IM f^\»M <pfKvs 

5?T vsT ,3 bo ,3 R^lfSvs OT3?TT 31K^| 


Program 

Action 

Profie 

Name 


Does this rule apply to al> programs or a speehc program ? 

All programs 

Role apples to al connections on the computer tnat match other rule property* 

a This program path 

\Program hies \ $c86)\Mo2illa firefox iinetax exe| Browse 

Example: c: path program exe 

4 . Program files X browser browser exe 
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vbl im 

“Action" .3 "Block the connection" f^«TI 

■ 

s Action 

Thu ndudcs connections that ana protected wth IPse 

• Profie 


« NatT* 

■ 

Allow the corned ion ft ft is secure 

T>w mdudea only corrections that have been author 
wi\ be aecLred u3no the settrras n iPaec ryooerties a 
ftienode 

i Custom ?e I ■ 


* Hock the corned,or 


°i\ “profile” olfflfMRfa 3T*jJTI 


# F^ogran 


^ feiion 

/ Domain 

> P'Cflt 

%id es wher a idtidjIs - ,3 comacted to ts coipoae domari 

# Name 

!Vl Private 

Apples when a corrpuie's corrected to 5 pntfaie netwoik locator 

IS Public 

Apples when a coirputer s eameeted to a pdtfcnefovork location. 


VI “Name" >3 fMH'fiJfl fw f^TI CW fe 
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0 Action 
0 Profile 
Name 


Name: 

Block finefox 


Description {optional): 



o)l ^Finish" far I 

So| fm CW^T ^ ^IftOriS F*TC<r «TTI 



fog - <rc#l\9 w 
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3 fi? ^ WT ^1 

gfPT S: 3-9JW ^ ^fv3?TYM^ ^Wlvs ^| 

SfPT vslfm f%K^ 3r\]<} ^flCs ^| 


gfPT S: ^ ^v3^VT^ I<F ^WTg 
5RfW f^W^fS 

S I Windows Firewall with Advanced Security <51^ <i>fM I 
^ I Windows Firewall Properties <4 

vs I Domain Profile ^ ©r*lJ “inbound Connections” 4 (Block 
all connection) Outbound Connections 4 (Block) Pic®is i 

81 Private Profile 'Q Public Profile ^ I 

| 'S'W fe?I ( 7 F» <P<M l 


<l^l'lfl\9l 


SI 3 ^W 5^t^bl'3i 3 Tl6' .3 "Windows Firewall with Advanced 

Security" f^JTI tfl'Siid? ^TWT Windows Firewall with Advanced 
Security Si 3^*1 I 
^ I Windows Firewall Properties <4 *It*TI 
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'jQit 1 Outbound connections that do not mate 


V51 S \Domain Profile ©r«ij “inbound Connections” 4 

(Block all connection) Outbound Connections <4 (Block) Pic®is 
<IW*T i 


Windows Firewall with Advanced Security on Local Computer Pro... 
" llPsec Settings 


X 


Specify behavior for when a computer is connected to its corporate 
domain. 

State 


n 

Firewall state: 

On (recommended) 

r 


Inbound connections: 

Block all connectio ^ 

2 


Outbound connections 

Block 

v 


Protected network connections: 

Customize... 


Settings 


$ — 


Specify settings that control Windows 
Firewall behavior. 


Customize. 


Logging 


Specify logging settings for 
troubleshooting. 


Customize... 


remer rruracarsecnii iy \t rsecj . 


1 OK | 


Cancel 



l 





81 $><p Domain Profile ^ ‘ 5 ttt*l Private Profile 'Q 

Public Profile ©Wt <P*M I 


(t I 'GW fra i 


rv > 


SfFT MFPb WT 


o 

o 
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b I Windows Firewall with Advanced Security \3R«T I 
b I ‘‘outbound Rules" S\ “new rule" tefw <PfM I 
vs I “Rule Type" SR "program" I 

81 “This program path” R<flb<H 3RRI 

(t I “Action" 3 "Block the connection" fiiR fRI 
VI “profile” WT^TI 

81 “Name" >3 «TR fw fRI 

VI -3^R “Finish" f^T ft®TI 

• iW CWR ^fTT ^3^l<lfG(vs R<T RRT Rl 




(Rl^S !N M « $hlS<l<H ftRR firefox ^V?TTI<#R 3<TF3 W 


5^i^i Rt - >3 "Windows Firewall with Advanced 

Security" f^JTI ^TFTR Windows Firewall with Advanced 

Security >3 3R*r ^RRI 

b I "Windows Firewall with Advanced Security" C^Ril? \3R«T SRI >3$ 
T^fR-^R RR orRvd “Outbound Rules” Si ^RRI 
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VS) | CTO 5 TK 5 T ^<R\9 “new rule" 3 


trieval (HTTP-C,,, 
he Client (HTT... 
he ServeriHTTP... 
try f'k'VSD - O utj 
Rector (TCP-Out) 
Rector iJCP-Out) 
Rector [WSD Ev... 
Rector [WSD Ev... 
Rector [WSD Ev... 
Rector [WSD Ev... 

-iip-rfrir ftjU '-Xl - Tl 


Group 

EranchCache p 
BranchCache 
BranchCache 
BranchCache 
Connect to □ 
Connect to a 
Connect to □ 
Connect to □ 
Connect to □ 
Connect to a 

f"nnnprf f r% a 


Actions 

Outbound Rules 


id 

New Rule„,ji 


V 

Filter by Profile 

► 

V 

Filter by State 

► 

V 

Filter by Group 

► 


View 

► 

@ 

Refresh 


14 

Export List... 


L 

Help 



81 “Rule Type" S\ "program 

fwtt WT sfl^l 


Steps: 


4 RieType 

VVhac type of nie would you like to create^ 

4 Action 

o Program 

4 Profie 

RJe mat cortroes connections for a program 

4 f 4 ame 

C Port 


Rje that cortrote connections for a TCP or UDP port 


Predefined 


BranchCache Cortert Rstnev* {Uses HTTP) 

Riie tnat cortroes connectjons for a Windows experience 

Custom 

Custom rule 
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“next” pRI 

0:1 “This program path” ^ SiJ^\ W GT 

TOfrvS^lflfb i)«Tf\3 <f>fKv9 FR vFR .exe ^RC'lfl GTIRRR R[ ilT 5 ^ 

R°11 

(Rlfc R>'\3'I'W .exe VfS'Wfl CWR <F ilT^T fab'I'M (RfT ^Ivs 
S?T vsT sr 3 R^lfSvs CFv3?TT ^ircsi 


Does this rule apply to al programs or a specie program *> 


I Program 
I Action 


All programs 

Rule apples to al connections on the computer that match other rule properties 


$ Prate 


I Name 


9 Thus program path 

\Prograrnhles\ $c86) Mozlta Ftr^ax f?refax exe| 
Example: c: path' program exe 


Browse 


k . Program Files *. browser browser exe 


vbl “Action" S\ "Allow the connection" R«i I 


4 Rule Type 


What action should be taken when a connection matches the specified conditions? 


4 Program 
Action 
+ Profile 
4 Name 


* Allow the connection 

This includes connections that are protected with IPsec as well as those are not. 


Allow the connection if it is secure 


This includes only connections that have been authenticated by using IPsec. Conr 
will be secured using the settings in IPsec properties and rules in the Connection Se 
Rule node. 


Block the connection 


<\\ “profile” SIfflfMRfa ftT^jJTI 
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4 PragBrji 

4 Action 

v Domain 

4 Pftrfie 

jfyml e? wher a computer a corriacted to its corpse daman 

# Name 

V IPriv^e 


Apples when a computer e cpmecled to a pn^s network locate 

15 IFublfcc 

Apples when a CDmouttr s eomedifed to a faijit nelwodt location. 


VI “Name" S\ fMHlUfl fw f^TI 


Name: 

.Allow firefox 

Description (optional]: 


a) I S\^[3 “Finish" Pi(.^l ft°TI 

• im cwt i)«TT'3 ^v3^yr?ifE(\9 ^ wa 

^ms ^nwri 


4 Action 
4 Profile 
4 Name 


Mmm TO 
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S I Windows Firewall with Advanced Security \3H«T I 

^ I ‘‘outbound Rules" S\ “new rule" tefw <PfM I 

vs I “Rule Type" "Custom" I 

81 “This program path” SR “All programs” 

(t I “Protocol and ports" Rh(fl<lfv 9 v 9 RT^JTI 

I “Scope” S\ OT5T ^slVT (Which local IP addresses does this rule 
apply to? ) RRJR iR° "TRW (Which Remote IP 

addresses does this rule apply to?) These IP addresses <4 

Pr i 

81 3TO “Add" Si TO CR TOvs FIR CRfr 

PiR R®i I 

VI “Action" Si "Block the connection" pR pRI 
£1 “profile” 3m1fMl\9\9 RT^RI 
So| “Name" Si i)<l>[b RFT pR R«i I 

SSI 3TO “Finish" pR pRI 

• iW (TR pR v3^ RtfW £TO CF^T TOR' CWRR 

£TO RTI 
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<l^llflV9i 


Oflfc oimT S'H'ft'fM bdnews24.com Hl^fE ^ 

oT^nc^Ti 


^ 14'va'i'w cw c^w vst. 3 CTO?n 

^m\ 


vb^c*^ \<i\ ^nt" 3 "Windows Firewall with Advanced 

Security" f^JTI tfl^'ii'l^ ^TWT Windows Firewall with Advanced 
Security Si 3^T I 

} I "Windows Firewall with Advanced Security" OitfifE '3l s T®T ^"1 

wr ^<lRvs “Outbound Rules” 3 ^^Tl 


vs I s\^m wr ^<lRv9 “new rule" i) ^^T| 
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Actions 

Group 

A 

i— 

□ 

Outbound Rules A 

trieval (HTTP-Q,,, BranchCache 
he Cl ient (HTT... BranchCa che 
he Sen/er(HTTP... BranchCache 
ery [WSD-Out] BranchCache 

ejector (TCP-Out) Connecttoa 
Rector (TCP-Out) Connectto a 
Rector [WSD Ev... Connecttoa 
ejector (WSD Ev... Connecttoa 
Rector [WSD Ev... Connecttoa 
Rector [WSD Ev... Connecttoa 

uprtnr i" 1 1 '. 1 C,l"l - O (~ nnrip.rt fr, a 

S3 New Rule ,,,jl 

Filter by Profile ► 

Y Filter by State ► 

"SF Filter by Group ► 

View ► 

= . Refresh 

Export List,.. 

Q Help 


81 S\^ “Rule Type" Si "custom" fWf% 


Hule lype 

J Program 
£ Protocol and Ports 
£ Scope 
£ Action 
£ Profile 
£ Name 


Program 

Rule that controls connections for a program. 

Port 

Rule that controls connections for a TCP or UDP port. 

Predefined: 

BranchCache - Content Retrieval {Uses HTTP) 

Rule that controls connections for a Windows experience. 

Custom 

Custom rule. 


“next” |h*1 I 
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(l 1 program 

^lfl<lR)\9 Cm “next” f^TI 

Program 


1 Protocol and Ports 

(•) All programs 

* Scope 

Rule applies to all connections on the computer that match other rule properties. 

* Action 

This program path: 

* Profile 


* Name 

Example: c:\path\program.exe 

%ProgramRles%\browser\browser.exe 


Services Customize... 

Specify which services this rule applies to. 


vb 1 protocol 

and ports ^TPi(s<iR)v 9 “next” Pm 1 

# Protocol and Ports 

Protocol type: Any v 

* Scope 

Protocol number: 

* .Action 


d Profile 

Ljocalport: All Ports 

t Name 

Example: 1, 443, 5000-5010 

Remote port: All Ports 


Example: SO, 443, 5030-5010 

Internet Control Message Protocol 
(ICMP) settings: 


RI "Scope" S\ (Which local IP addresses does this rule apply 

to? ) 3RK (Which Remote IP addresses 

does this rule apply to?) These IP addresses S\ fb<^l4 f^TI 
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vrmcri remote ir anvesses Goes inis rue apply to r 

Any IP address 
(f) These IP addresses: 

Add... 


< Back 


Next ^ 


Cancel 


3W 44 Add" >3 w c*r >a^3T ^ frt c^t Pier 
R«i I 

\smw 44 next” pFTI 

OTlfc bdnews24.com ^ ^lPPr C C T>3?TT ^m\ 


r Rule Type 
I Program 
I Protocol and Ports 
Scope 
I .Action 
I Profile 
} Name 


Specify the IP addresses to match: 
This IP address or subnet: 


52.74.64.234| 


Examples: 192.168.0.12 
192.168.1.0/24 

2002:9d3b: 1 a31:4:208 74fF fe39 6c43 
2882:9d3b: 1 a31:4:208:74ff fe39:0/112 

j This IP address range: 

From: 

To: 

; Predefined set of computers: 

Default gateway 


OK 


Cancel 


Customize.. 


■Add... 
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VI Si^ “Action” Si “Block the connection” f^T f^®H 


Scope 

Action 

Allow the connection if it is secure 

This includes only connections that have been authenticated by using IPsec. Connections 

Profile 

will be secured using the settings in IPsec properties and rules in the Connection Security 

Rule node. 

Name 



* Block the connection 


2)1 “profile” 

^TPilfi^RDvs O^f “next” R«i 1 

4 Protocol and Ports 

@ Domain 

4 Scope 

Applies when a computer is connected to its corporate domain. 

4 Action 

@ Private 

4 Profile 

Applies when a computer is connected to a private network location, such as a home 
or work place. 

4 Name 

@ Public 

Applies when a computer is connected to a public network location. 


| “Name" Si *TPT fw f^TI 
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* Rule Type 
4 Program 
& Protocol and Ports 
4 Scope 
£ Action 
+ Profile 
4 Name 


Name: 


Block bdnews24| 


Description (optional): 


SSUW "Finish" fw f^TI 

• im v3$3TltfW 

®TTI 


So.fcvalM TTPT^v3Wr f^PT oTTtf^f <tU\a1\9 


n; hm? 

af? wt wt\ 

SfPT S: ^ ^Tftpf JW 


gfPT vsTfHfT oTltfr ilTO 


qre s: ^ sntPr tt ^ts 
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M ^ ontPr wi?t wy ^ ^ *n*r(^-^) a^ ^h<h 


* I ^ to *na <1 a “scope” ^iraffi<iRv9 “next” fam 1 

VS I 2f[a ^o a “Name" 3 fMHlU'd fw fa^RI 

vsmaw "Finish" f^TI 


< 131 lf 1 \ 9 i 


M ^ a?r 2fra(^-^) a^ ^HfH 

}| w S a “scope” ^raffl<i(v9v9 CfJPt “next” f^TI 


4 Rule Type 

# Program 

<f Protocol and Ports 

* Scope 
4 Action 
<§ Profile 
4 Name 


Which local IP addresses does this rule apply to? 

® Any IP address 
O' These IP addresses: 


Customize the interface types to which this rule applies: 

Which remote IP addresses does this rule apply to? 

® Any IP address 
J These IP addresses: 


Customize... 
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vs I *173 bo 3 “Name" >3 fM'HlU'fl f^T f^TI vsW3<7 

"Finish" f^TI 


Protocol and Ports 

Scope 

Action 

Profile 

Name 


Name: 


All blockl 


Description (optional): 


*fPT b: ^TltPr 3373 




C3l£s 33TC3 W f$PTC3 bdnews24.com Hl^fE 3373 

^331 


bi bb ^ 33 w(b-bb) ^?F 3 I 

bl ^3Ta 373 3 3 “Action” omf33[3\9 C373 “next” fw I 


vs I 33^ 373 bo 3 “Name" 3 fM'HlU'fl 33# 373 fw fWTI 
vsT333 "Finish" f37331 

• 333 CW33 73^ 3137 bdnews24 31$tf F313 (W 31# 


F373 371 
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M ^ SLJf 3^ 


}| *JTT °l 3 “Action” oTT3(f]<lR>v9 Cm “next” f^TI 


4 Rule Type 
4 Program 
4 Protocol and Ports 
4 Scope 
4 Action 
4 Profile 
4 Name 


What action should be taken when a connection matches the specified conditions? 

* Allow the connection 

This includes connections that are protected with IPsec as well as those are not. 

Allow the connection if it is secure 

This includes only connections that have been authenticated by using IPsec. Connections 
will be secured using the settings in IPsec properties and rules in the Connection Security 
Rule node. 


( ) Block the connection 


V 2 > | £JpT 3 “Name" 3 fMHlUfl 33# f#T f^TI 
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Rule "Type 
Program 

Protocol and Ports 

Scope 

Action 

Profile 

Name 


Name: 


.Allow bdnews24| 


Description (optional): 


• im *3^ STTa bdnews24 3RTHT 

®TTI 


(R few <TT FR ^ \5R W 

0T*p “Disable”, “Delete” ^:i 


^Connect to a Network Projector (WSD-In) Connect to a Network Proje... 

All 

No 

Alio- 




@Core Networking - Destination Unreacha,,. Core Networking 

All 

Yes 

All o’ 

GlassWire Service Inbound 


@Core Networking - Destination Unreacha... Core Networking 

All 

Yes 

Alio- 

& 

Disable Rule 


@Core Networking - Dynamic Host Config... Core Networking 

All 

Yes 

All o’ 

M 

Cut 


(§J)Core Networking - Dynamic Host Config... Core Networking 

All 

Yes 

Alio- 

□s, 

Copy 


(^Core Networking - Internet Group Mana... Core Networking 

All 

Yes 

All o r 

H=| 


@)Core Networking - IPHTTPS (JCP-ln) Core Networking 

All 

Yes 

ai Id¬ 

X 

Delete 


C o re N etwo rking - 1 Pv6 [1 P v6- 1 n) C ore N etwo rki n g 

All 

Yes 

aho¬ 

a 

Properties 


@) Core Networking - Multicast Listener Do... Core Networking 

All 

Yes 

an o- 

u 

Help 


Core Networking - Multicast Listener Qu.,, Core Networking 

All 

Yes 

Allo- 

LLI 


@ Core Networking - Multicast Listener Qu... Core Networking 

All 

Yes 

Allo- 




@ Core Networking - Multicast Listener Rep... Core Networking 

All 

Yes 

Al lo- 




[§$) Core Networking - Multicast Listener Rep... Core Networking 

All 

Yes 

Allo- 




Core Networking - Neighbor Discovery A... Core Networking 

All 

Yes 

Al lo- 




@)Core Networking - Neighbor Discovery S... Core Networking 

All 

Yes 

Allo- 




(§j)Core Networking - Packet Too Big [ICMP... Core Networking 

All 

Yes 

Alio- 




[SR 1 Core Networkinq - Parameter Problem [I... Core Networkinq 

All 

Yes 

Aik? 
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fMHfl? vRR M 3RT “Disable” 3^R fw RR^T 

^1fl<lRCv9 *£RF \RR “Enable” 3*R fw RfFRI RR 
^^RT^ FI^R “Delete” W f^TI 


fovalR 5$te»l(>iji >o|fefflfr af%^CW<n^ (R3Rr<R7 4R(<l<H? 


3Bt S^i'S'i Rf^r B^i^ rtw? a<T ftfeiy ontPr 

^ifevs BS06W ^aR$ wr wrs 

vsTRW Rrai^SfT ^ at ^Slfrf WW RT \9*IT ^SPi F «TT I 


Si (W* <llbCv9 SR 3FfW vETIR 3^R oTflPr ^l^lflvRTR pR IR 
^\9 SRI RR ^ Fl^R i)5R RltpR Rf 

a^R Ri^faR cws ^rf^r rr vstcrr rw sri 


a$ CSRtpftR f^vRR a*RRR oJTtfa 3RT GSR RR IR RRT 
W vsT CR3RT SRI 

CW RltPf ^vs v5T&T vsT ^PflRWR 3RT fRRR pCT 

CW W^3?TTRf5 vblS<HR|vb RRRI 


https://www.glasswire.com/download/ 

iRRR TO&'3?TTRl? ^P$R W fRRR RTR3RT ^RRs 

M W^3?TTRf5 3RR ^R "Usage " Si RRI aRIR "Host" RIRR 
w a RitPr aR tRfrr-Btwr rt 4vsj^> tsiSt <imR 

RRT SRR vsT ORTCRI HRCbR CRpT F&T CR RltpT RRRSR WR 
CRl? 3W RRRI 
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- □ X 

Day v 

Traffic Type 

1.6 MB Hypertext Transfer Protocol over SSL7TLS (HTT._ 3.3 MB 

172.4 KB Domain Name System (DNS) 133.8 KB 

157.4 KB Other 91.3 KB 

136.8 KB Hypertext Transfer Protocol (HTTP) 37.6 KB 

128.8 KB NetBIOS Name Service 24.6 KB 

123.1 KB NetBIOS Datagram Service 2.4 KB 

107.6 KB DHCPv6 server 1.2 KB 

74.2 KB 

70.6 KB 

63.5 KB 

46.6 KB 

45.2 KB 
41.8 KB 
39.4 KB 

955.4 KB 


00AM 3:00AM 6:00AM 9:00 AM 12:00 PM 3:00 PM 6:00 PM 9:00 PM 12 


WWS V9T 

^TPoT®T-H 1 oT®T ^ f^TI C 9 ^ <P>v3 S\f^ <l)|<l^|fl <P><1 Cv3 

vsm ft^TN s\W i 

^ i cw 

CW W^ICfM <17 HlfvScHfl VST CWFTI (W ilsfM 3^1? 
ontfw ^ "App"3<T "Firefox"CWU^I spfa 

"Fi refox" 37®W TO W[ (W ^TftPf 

3<7 CW ^TFI 


o Apps Traffic 


M Total ^ 

I 3.6 MB 

\Z/ 

Incoming Outgoing 

3.2 MB 368.3 KB 


Graph 


I Fi refox 


3.2 MB 


£ 

Things 


April 20 


* 


Host Process for Windows Services 223.6 KB 

GlassWire Control Service 140.9 KB 

gj System 26.9 KB 

ZoneAlarm 12.8 KB 

GlassWire Stats Reporter 6.0 KB 

e Internet Explorer 700 B 


jalwebsiteoptimizer.com 
B0:4fa5 


fe80^^^^^^}:d47b 
| partnerad.l doubleclick.net 


| passport.mobilenations.com 
j ads.servebom.com 


External Local 

3.4 MB 137 KB 
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1.6MB 

172.4 KB 

157.4 KB 

136.8 KB 

128.8 KB 
123.1 KB 
107.6 KB 

74.2 KB 
70.6 KB 

63.5 KB 

46.6 KB 

45.2 KB 
41.8 KB 
39.4 KB 

955.4 KB 


- □ X 

Day v 


Traffic Type 

Hypertext Transfer Protocol ow SSL/TLS (HTT . 3 3 MB 

Other 215.9 KB 

Domain Name System (DNS) 137.7 KB 

NetBIOS Name Service 57.7 KB 

Hypertext T ransfer Protocol (HTTP) 56 KB 

NetBIOS Datagram Service 3.2 KB 

DHCPv6 server 1.7 KB 



vd i stot cw ontpr sit ym orrf% ^pr f^r or 

orraPr c^fb orrRr <k?m R>«ii i -mR p "windows 

update" oTW oRI oJTTpT TO *IT 

vsN ontPrtt ^ fw ^ ^ c^ti 

i)v3K^ ^ orra^i^^l^ oritRr ai(<M ^ Rc<m i 


Oft&s "host process for windows task" oT[$Rr «TTI «9T?T 


(R>v£>K<l oTltPf <pf|(.v9 vsT $> «T° i) foilfivs C T T'3?n oTf^) 
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8iim few snroffisT 

^ o^ti 


13.107.4.50, 123.108.240.83, 123.108.240.90, 123.108.240.80, 
192.229.232.240, 117.18.232.240, 152.195.11.6, 67.27.59.254, 

67.54.51.254, 40.77.226.72, 8.253.44.238, 67.24.51.254, 

8.250.175.254, 67.24.49.254, 67.24.9.254, 67.24.15.254, 
104.103.69.227,104.66.14.107, 104.118.6.170,104.118.6.178, 
104.118.6.210, 104.118.6.211, 11.221.29.174, 205.182.216.10, 
205.185.216.42,123.108.240.98, 123.108.240.97, 104.103.49.16, 
123.108.240.12 

^ vst $> ^ a RyiRivs c i i'3?n 

*m\ 





















